
Topics for Final Exam


IST 2710: Topics for Final Exam

I. The Final Exam is cumulative. Topics from Quiz 1, the Midterm and Quiz 2 are included, even if those topics were previously cancelled because they had not been covered at those times.

II. The definitions from Computers and Technology in a Changing Society, from the chapter-by-chapter list, are included.

III. Computer hardware – the processor

A. Instruction cycle - Fetch, Interpret, Execute, Increment

B. Clock speed

C. Bit rating

D. Throughput – filling the bathtub

E. Given a diagram of the CPU, describe how the parts work together

IV. Computer software

A. What makes computers valuable?

B. Computer programming

1. Describe what a computer program is and how one is produced.

2. Describe the term "debugging."

C. Common Windows file extensions

V. Computer security

A. Describe the following computer threats, including the kind of damage

1. Computer virus

2. Computer worm

3. Trojan Horse (computer)

4. Keyboard logger

5. Cookie (World Wide Web)

6. Computer virus hoax

7. Denial of Service Attack

8. Typo site

9. Phishing

B. Describe the following methods of improving computer security

1. Strong password (covered in class #13)

· No dictionary words, not your name

· Not even backwards

· Mixed case

· At least six characters

· At least one number

· At least one special character (*, $, etc.)

2. Strong password practices (covered in class #13)

· Do not use the same password everywhere

3. Antivirus program

4. Firewall

5. Internet Security Suite

6. Privacy practices

C. Describe why you should be particularly careful in giving out your Social Security Number

VI. Using computers - Access

A. Access:

1. Starting and exiting Access, opening an existing database, Save As... and Save, print (including orientation)

2. Entering data in records

3. Sorting records

4. Filtering records

5. Making a Form using a Wizard

6. Making a Form using the Form Wizard

7. Making a Join or Relationship

8. The role of databases in online privacy

B. Make an Excel chart from an Excel data table

C. PowerPoint. Make a PowerPoint slide using one or more of the following

1. Title

2. Bulleted or numbered list

3. Font size, color and attribute changes

4. Custom Animation

5. Clip art

VII. Storage and peripheral hardware

A. Storage

1. Role of File Allocation Table (FAT) or equivalent

2. Division of disk into sectors and tracks (including CD and DVD)

3. Examples of specific disks - floppy, hard drive, Zip, CD, DVD, portable hard drives

B. Storage requirements for computer instructions and programs

C. Peripheral connections - is it serial or parallel, what is the speed, how convenient is it

1. Serial port

2. Printer port

3. USB

4. FireWire

D. The Internet

1. Describe how all computers are identified on the Internet (IP address and what it looks like), and the additional identification that most servers have (Domain Name and what it looks like)

2. Describe how the Domain Name System works

3. List and describe the two common enhancements to the Internet that are currently being developed – IPV6 and Internet 2.

VIII. Social issues

A. Write a brief essay on any two (your choice) of four topics from the "Issues" handout from the class. The brief essay should describe the background and facts of the issues, describe at least two opinions on the issue, and give your own opinion. Use spell check and grammar check. Include the word count for the body of your essay.

B. Describe the services that an online job site can offer (from assignments)

C. Describe the difference between privacy and security. Describe several methods to protect each. (from assignments)

D. Describe encryption and the role it plays in computer security

E. Describe what is meant by artificial intelligence, and what impact it could have on both computers and humans if it becomes reality.

F. Discuss the reasoning given in the "Social Issues" handout for why computers have not lead to net unemployment (three reasons), why past patterns may not hold in the future, and give your own view

G. Discuss the meaning of "convergence" in the computer field, and give several possible examples
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