Computers and society, Agenda 8


IST 2710

Eighth class: Agenda 8 for February 27

Sections 009 & 984

Course web site: http://www.is.wayne.edu/drbowen/casf07

IST 2710 web site: http://www.is.wayne.edu/gst2710

I. Announcements

A. Don’t forget to sign in and out today.

B. Review the lab directions before starting, particularly with regard to printouts.

C. The Midterm is next week. It will be two hours at the start of class. The list of topics for the Midterm was a handout last week. This week we will have a one-hour review of the midterm topics during the second hour of class. Note that this will not be enough time to review all of the topics (even the full class would not be enough time). Therefore, look the topics over, and be prepared to ask about the topics you are least sure of. 

1. The Midterm will have about ten questions. For questions on binary arithmetic, you will have to show work, including carries, and row multiplications for binary multiplication, to get credit. There will be four questions using computers; one with making folders and subfolders, two with Word (a double question) and one with Excel.

2. There will be an Excel lab after the Midterm, but no class.

D. If you miss a Quiz or Exam and want a makeup, email me within two days of the Quiz/Exam, and watch your email closely. I will email the group of people requesting a makeup, give the group some choices, and wait to hear. Once the date is set, I will put the date on the class web site.

E. If you want to improve your attendance grade, a makeup assignment is to write additional Essays on other Social Issues in the handout. Each additional Essay can make up for one missed class. These makeup Essays must be turned in on disk, instead of hard copy.

II. Assignment 6 Comments:

A. The textbook describes a web bug as a small graphic that reports information back to a web site. All web servers log information about requested files, including (a) your IP address (where the requested file gets sent to), (b) the file you requests, (c) what file you were looking at before, and (d) the date and time. No personal ID, unless you had logged in to Site A with a User Name and Password. Web site A will put one of these small graphics in its web pages, but choose that the web bug graphic comes from site B. Site B will log the information about the request. This is done by site A so that site B can collect and analyze information about site A’s users, under contract to Site A. The web bug file itself is a passive file; no information is logged by Site B that Site A didn’t have access to, so that not everyone agrees that this is a privacy threat. The threat comes if Site B has contracts with many web sites, and so can get an overall picture of your browsing.

B. The textbook says that spyware reports your computer activity back to an advertiser. Actually, oftentimes it is reported back to a hacker.

III. Spreadsheets - Review of Excel

A. A spreadsheet is for ______________

B. The Excel document is called a _______________, which is made up of one or more _____________

C. The Excel worksheet is a grid of __________ arranged in ________ and __________

D. What can be in a cell?

E. Number - how to enter?

F. Text (why?) - how to enter?

G. Formula - how to enter?

H. How do you select a cell? How do you select a group of cells?

I. How do you format in Excel? What kind of formatting can you do?

J. How do you edit a cell in Excel?

K. EXAMPLE: (Not for this class!). An exam has 25 multiple-choice questions with five choices for each question, so each question counts 4 points. To discourage guessing (not applicable here), the Instructor deducts one point for each wrong answer. This means that the formula for the grade is (4*# right) - # wrong. Make an Excel spreadsheet to use this formula for finding the grades for the following students:

1. * Joe: 25 right

2. * Henry: 20 right, 5 wrong

3. * Ellen: 20 right, 1 wrong

4. *  Mary: 19 right, 2 wrong

IV. Review of the Internet

A. Every computer connected to the Internet must have a/an _______________

B. In addition, most servers on the Internet have a/an ____________

C. On the Internet, information travels in _________________. Each one has two main parts, the ___________________ and the ____________________. Describe what is in each part.

D. Describe how the Domain Name system works.

E. The most common type of computer interaction on the Internet is called ________________. The other type is called ______________________.

F. For the most common type of Internet interaction, describe the how each of the two computers works.

G. Describe how the World Wide Web uses the Internet to transmit a web page.

H. Describe how email uses the Internet to transmit a message.

V. Review of Computer Security so far (Protecting Yourself Online)

	Threat
	Reproducing?
	What can go wrong?

	Virus


	
	

	Worm


	
	

	Trojan Horse


	
	

	Phishing


	
	

	Monitoring software
	
	

	Spyware


	
	

	O.S. vulnerabilities
	
	

	Denial of Service
	
	

	Warez


	
	

	Web Jacking


	
	

	Typo Site


	
	

	Stealthware


	
	

	Identity Theft


	
	

	O.S. Exploit,  Vulnerability
	
	

	Zombie, Zombie Network
	
	


VI. Continuing with Protecting Yourself Online

A. Identity Theft, above, should really be part of “Privacy.”

1. If your credit card information is stolen, or if it is used for unauthorized purchases, and you inform the credit card company promptly, your liability is limited by law to (I think) $50. The credit card company is responsible for any other losses in excess of the $50. Now there is consideration that, if the information is stolen from a merchant, that the merchant should be responsible. The idea is that this would force merchants to safeguard this information, for example by encrypting it on their computers. This would prevent theft rather than make up for it after it happens.

2. There is a solution to keeping information private, and that is to encrypt it on each computer, including yours, and to protect the encryption with strong passwords. If we do not adopt this, it is because it is inconvenient.

B. Add “Electronic Profiling” to “Privacy.” Electronic Profiling is the electronic (computerized) collection of information about an individual, from many sources. Much of the information is publicly available (name, address, telephone number etc.) and no individual piece of information is damaging in itself. But if enough information can be collected, a profile of the individual emerges that can include lifestyle, probable political preferences, and similar types of information. Some of the collected information comes from private sources, such as charitable organizations and magazine subscription lists.

C. Handout – Protecting Yourself Online

VII. Lab 8. Note that the lab book does not have any printing described. For printing, see “C” below. Read the following steps all the way through before starting. Please label your work “Lab 8.”

A. In Microsoft Office 2003 Professional, do Excel Tutorial 2 (Blue corners, pages EX 51 through EX 84). If you are going to do this outside of this lab, make sure that you know which pages to work on before you leave class tonight. Print out your document as described, and a cover sheet made using Word (see below), and save your document to your floppy diskette.

B. In this tutorial, you start from an existing file, Budget.xls. Download the file to your floppy diskette from the IST 2710 web site (URL at top of Agenda). Don’t forget to RIGHT CLICK when downloading. When the lab book says to load the file from your data disk, just load it directly from your floppy diskette. Also, when the lab book says to save the file to your data disk, just save it to your floppy diskette.

C. When you are done with the lab, print out each of the three worksheets. Fit each worksheet onto one page with the largest size that will fit by using, for each worksheet, on File > Page Setup… > Page tab:

1. Orientation (Portrait or Landscape)

2. Fit to: 

D. Create a one-page cover sheet for your lab using Word. On the cover sheet, put:

1. Your name

2. This assignment (Lab 8)

3. Your location (223 State Hall)

4. The full path (drive, any folders, and filename) that you saved your Excel file with.

5. Print out the cover sheet and staple it in front of your Excel printouts. 

E. As a result of your work in this lab, you should be able to do the following under test conditions: 

1. Start Excel, beginning with the computer off.

2. Open an existing workbook

3. Enter text as a label, enter values (numbers), enter formulas (sum, percentage, average, min, max, +, -, * and /), use the AutoSum button

4.  Copy formulas and series (months) using the Fill Handle and Copy/Paste

5. Use the functions TODAY(), PMT and IF

6. Enter new worksheets and rename worksheet tabs

7. Use relative and absolute referencing in formulas

8. Toggle back and forth between formula view and number view

9. Zoom in and out using percent size

10. Insert rows, change column widths, move cells using Drag 'N Drop

11. Print a worksheet

12. Close a workbook and exit Excel

F. To practice these without the detailed directions in the Tutorial, look at the Review Assignment and Case Problems on Pages EX 2.37 through 2.43.

VIII. Turning your computer off

A. Save any files that you have worked on during the class and still have open

B. Click on "Start" then Shut Down...

C. Make sure that "Shut down " is selected (not, for example, “Restart”) and click "Yes" or “OK”

D. If your computer does not turn itself off, wait for the dialog "It is now safe to turn off your computer.", then turn off the power.

IX. Assignment. There is no assignment due next week, except to prepare for the Lab session next week. Put another way, your assignment is to prepare for the Midterm next week.

A. In Microsoft Office 2000 Professional, read Excel Tutorial 3 in preparation for Lab 9 next week.
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