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Agenda for Sixth Class
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I. Announcements:

A. Changes to definitions in Computers and Technology in a Changing Society Chapter 4 from assignment 4:

1. Virus – “…designed to alter the way a computer operates” but a virus is more than this. A virus can do anything to your computer, such as delete files, change the content of files, find personal information and send it to someone else, change your menu choices or change the way they work, etc. A virus is a malicious program; it will never make things better. Another important aspect of a virus is that it makes copies of itself on other computers, via floppy diskettes, networks, and the Internet. Generally, there is only one copy of a specific virus per computer.
2. Worm – “… malicious program designed to cause damage.” True, but a specific type of damage. A worm uses multitasking to run many copies of itself (up to thousands of copies), hogging the CPU and appearing to slow down or even stop your computer.

3. Denial of Service Attack – server is not hacked into, but just bombarded with many packets from the outside.

4. Phishing – “… that appear to originate from somewhere other than the actual source.” True, but the point of phishing is to get you to display a web form and fill it out, sending your personal information to a hacker.

5. Trojan Horse. A program that masquerades as a useful program, and so getting you to install it. It may perform that useful function, but by definition it acts as a “back door,” giving a hacker a way to get into your computer and take it over.

6. Operating System Vulnerability, Operating System Exploit (new terms). A possible point of attack on a given Operating System is called an Operating System Vulnerability. For example, Microsoft is constantly identifying Windows vulnerabilities, and regularly issues updates to correct them. An Operating System Exploit is a computer attack that uses a vulnerability in the Operating System or an application, that allows a hacker to break into a computer, often one that has not been kept up to date with security patches. You should always apply the Windows update as soon as possible, because hackers reverse-engineer the patches that Microsoft posts, to learn how to exploit that vulnerability, and count on users not applying the updates promptly, leaving their computers vulnerable. The scary scenario is the zero-day exploit, meaning that the hackers start exploits on the same day that the update is posted.

There are now ways for hackers to sell information about Operating System Vulnerabilities. Consulting companies that make their money by advising clients on computer security are now advertising that they will pay people for information on vulnerabilities for the new Windows Vista, and pay again for code that exploits these vulnerabilities. These consulting companies will then sell this information to their clients. Microsoft says that anyone with knowledge of a vulnerability should contact Microsoft, so that Microsoft can update the Operating System, but the consulting companies, and computer security researchers, are complaining that Microsoft does not pay for this information.
7. Zombie (new term), Zombie Network. A zombie computer is one that has been taken over, perhaps using a Trojan Horse or an Operating System Exploit, and usually becomes part of a group of such computers used for attacks on other computers, such as spam, Denial of Service, Phishing, sales of pirated or pornographic files, or other exploits. Of course, the legitimate computer users have no idea that this is going on. It is now a business to put together chains of zombies into Zombie Networks, and sell their use over the Internet.

8. Is hacking illegal? On page 121, up at the top of the page, the textbook says that hacking is illegal by definition, but then lists two exceptions: (a) professional computer security consultants hired by corporations, and (b) using specialized computers to learn how to hack. A third is (c) people, often in Universities, not hired by a corporation, but who try to break into computers or computer systems to identify vulnerabilities and then make this knowledge public. Such people are never prosecuted, although the corporations do not necessarily appreciate their efforts, and may threaten them for making the results public. This group is often called “white hat hackers.”

It can be very difficult to identify hackers, let alone prosecute them, and much hacking goes unpunished. Even if the computer from which a hack was launched can be identified, it was probably, these days, taken over by someone else. There are no general laws covering hacking, and for new types of hacks, it is enough to stop the perpetrator by improving the operating system.

It is important to realize that the term “hacker” has many other meanings. One not related to computers is people who find other uses for existing products, such as “Ikea Hackers” who “repurpose” Ikea furniture kits. “Ikea Hacking” can also refer to shoplifting from Ikea.
B. Don’t forget to sign in and out today

C. The Midterm is in 3 weeks. It will be two hours at the start of class; the rest of that class will be a lab session. The list of topics for the Midterm will be a handout next week. In two weeks we will have a one-hour review of the midterm topics during the second hour of class. Note that this will not be enough time to review all of the topics (even the full class would not be enough time). Therefore, look the topics over, and come to class prepared to ask about the topics you are least sure of.

D. The online grade reports are working, and there is a link to them on the course web site. Before the online grade reports will work for you, if you have not already done this, then you must first turn let me know that you want to use them, and tell me the password you want to use.

E. You are expected to power down your computer when you leave, not just turn the monitor off. See the directions at VI below.

F. Each lab and assignment tells you what to call it, for example Assignment 6 not Agenda 6. Please use these assignment titles.

II. Topics we will cover in today’s class:

A. Graphics file sizes – from previous “How Many Bits” handout

B. How the Internet works (handout)

C. Using Excel (handout)

III. Lab 6. Read the following steps all the way through before starting. Please label your work "Lab 6."

A. In Microsoft Office 2003 Professional, do Word Tutorial 4 (Maroon corners, pages WD 135 through WD 164 – Desktop Publishing only, not Mail Merge). If you are going to do this outside of this lab, make sure that you know which pages to work on before you leave class tonight. Do not print out your document until you have completed the additional steps below.

B. In this tutorial, you modify an existing file, Clothes.doc (during the lab, you will save the file with another name). You can get the file to start from either: 

1. from the CD-ROM that comes with the book

2. by downloading from the GST2710 web site. DO NOT try to edit the file in your web browser; it does not have all of the capabilities of Word. 

C. Make a cover sheet that is a separate Word, a cover sheet with:

1. Your name

2. This Assignment (Lab 6)

3. Your class day and time, and location (room)

4. The full path (drive, any folders, and filename) that you saved the main lab file with.

D. Save the cover sheet file and the main lab file to your floppy diskette. DO NOT SAVE TO THE My Documents FOLDER as you are instructed in the book.

E. Print out a copy of your file, staple the pages together, and turn this in, by the start of the next class. This should include the cover page. 

F. As a result of your work in this lab, you should be able to do the following under test conditions: 

1. Start Word, beginning with the computer off.

2. Create and Save a new file

3. Use WordArt, including font choice, formatting, shape, resizing, rotating and anchoring

4. Format text into columns, including balancing columns

5. Insert clip art and resize, crop, and set word wrap

6. Use drop caps

7. Insert symbols and special characters

8. Draw a border around a page

9. Saving, previewing and printing

10. Exit Word

G. To practice these without the detailed directions in the Tutorial, look at the Review Assignment and Case Problems 1 and 3 on Pages WD 174 through 181.

IV. Don’t forget to sign out tonight.


V. Turning your computer off

A. Save any files that you have worked on during the class and still have open

B. Click on "Start" then Shut Down...

C. Make sure that "Shut down the computer" (not, for example, “Restart”) is selected and click "Yes"

D. Your computer will turn itself off and power down.. 

VI. Assignment 6, due in class at the next class. Please label your work "Assignment 6."

A. Find the file size for a conference agenda that has 14,327 characters, uses Unicode, and has a formatting size factor of 14.

B. Find the file size for a graphic that is 4” × 6”, with 75 pixels per inch, in True Color and a Compression factor of 10.

C. In Computers and Technology in a Changing Society, read Chapter 5, pages 162 through 181. Next week you will finish Chapter 5 and answer the Key Terms at the end of the Chapter, and be ready to answer the Self Quiz on Quizzes and Exams. Based on the reading in Computers and Technology in a Changing Society, give brief descriptions (one or two sentences) of each of the following terms:

1. Cookie

2. Behavioral Targeting

3. Web bug

4. Spyware

5. Electronic profiling

6. Adware

D. Based on the reading in Computers and Technology in a Changing Society, describe the possible privacy risks due to

1. Electronic profiling

2. Computer monitoring software

3. Keyboard logger (same as Keystroke logger)

4. Employee monitoring

5. Video surveillance

6. Presence technology

E. In Microsoft Office 2003 Professional, read tutorial EX1 (Excel) in preparation for Lab next week.
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