Computer threats, and protecting your computer: NOTES on Assignment 4.

From the answers on assignment 4, I thought that the following points were not being understood. On the other hand, understanding these is important in safely operating a computer connected to the Internet, taking into account the many threats that are all around us today.

It is no good thinking that no one would want to hack into your computer. Some may simply want to show that they can. Others may want to steal your personal information. Still others may want to sell the use of your computer to others, for example for use in a Denial of Service attack, or for selling illegal materials (they take the payments, you take the risk).

1. A computer virus can “change way programs work” e.g. change default file extension. Can also delete or alter files. Example: I had a common Word virus about five years ago that changed the menu commands so that when I thought I was saving a file as “doc” (normal Word extension), it was actually being saved with the extension “dot” (extension for a document template, with a collection of styles or formattings. Since File Open in Word defaults to showing doc files, it could seem as if your files had disappeared. A computer virus also reproduces itself, and tries to get to as many other computers as you are networked to, or to spread via email or flash drives.

2. A computer worm, on the other hand does mischief by running many copies of itself, slowing your computer way down (like DOS for a desktop). A worm will also reproduce itself and spread like a virus, although more quickly because there are so many copies of it.

3. Phishing – point is to get your personal information. An email may appear to come from your bank, requesting account information, but it is really from a hacker. Tell him / her your account information and your bank account gets emptied out.

4. An antivirus program recognizes and deletes known viruses, but more viruses are released every day. A good antivirus program should (a) update virus definitions automatically, in background, (b) scan all incoming files, from any source, (c) perform system scan weekly or better. All WSU students can install a free copy of Symantec Antivirus, Corporate Edition, on their personal computer(s). This is a good program, and you should definitely take advantage of this.

5. Many computer security experts now say that you need a firewall in addition to an antivirus program, because new viruses are released so often that an antivirus program is never up-to-date enough to stop everything. A good firewall blocks anything coming into your computer that did not start from an outgoing request from you. It will also guard outgoing information, which is important because hackers want the information stored on your computer. The Windows XP firewall does not protect against outgoing transmissions, and is therefore not regarded as serious protection.

