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These examples deal with the balance between privacy and security. You can use them as raw material for the short essays and long essay on this topic.

1.  New York Times 4/10/04 Business Section Pg B5 "American Airlines Admits Disclosure of Passenger Data," and 4/11/04 Travel Section Pg 3"Privacy Issues Slow Updated Airline Security"

Airline passengers have their luggage scanned and are scanned for metal. Some passengers are pulled out of line for more thorough searches on a random basis, and others on the basis of an information profile (a total of about 300,000 per day). The profile is produced by the CAPPS 1 system (Computer Assisted Passenger Prescreening Program Version 1). CAPPS 1 is run by the airlines, in some cases using information systems so old that they cannot capture a passenger's full name. The information in the profile includes how the ticket was bought, and previous trips by that passenger.

CAPPS 1 screening results in a lot of searches that are not useful, for example innocent grandmothers and so forth. The federal Transportation Security Administration (TSA) is responsible for airport security. Officials at TSE are interested in a more discriminating system that would trigger fewer searches, so far called CAPPS 2, that would be run by the federal government.

CAPPS2 will work by getting passenger information from airlines, and then combining this with information from other sources to form what is sometimes called an "electronic profile." (Combining the information from different sources would involve joining tables from the different databases, also called forming a relationship between the tables. A common identifier is required for each pair of tables in the join.) Because of the privacy concerns over electronic profiles, information in CAPPS2 is to be destroyed after three days.

In helping to develop CAPPS 2, so far three airlines have admitted to providing passenger information (roughly during Summer of 2002) to the federal government and through them to four private companies that were competing for a contract to develop CAPPS 2. The three airlines are Jet Blue Airways (5 million passengers), Northwestern Airlines and, most recently, American Airlines (1.2 million passengers). Jet Blue and Northwestern were heavily criticized and have apologized for the sharing, and the federal government has now returned the information. All three now have privacy policies that would not allow these airlines to share this information in the future. Some of these airlines had such privacy policies at the time of the sharing of information but ignored the policies when the requests came from the federal government. (From earlier news: the Jet Blue case was the first to become public. This happened when personal information about one passenger was posted on a federal web site, as part of a PowerPoint presentation.)

CAPPS 2 continues to be controversial. One argument against the system is that a terrorist organization could test the system ahead of time with, say, 50 people, and just not use those whose information triggered a closer search when making a terrorist attack. However, the airlines would like to see a CAPPS system that did not trigger so many disruptive and unproductive searches. Data sharing by the airlines is likely to be mandatory. (Much information is available publicly or in the case of credit profiles, privately for a fee.)

An alternative is also being considered, a "registered traveler," which would give ID cards to travelers who had been profiled and cleared in advance. The ID cards would have some secure system of ID, such as a fingerprint or iris scan.

- - - - - - - - - -

2. The Fair and Accurate Credit Transactions Act (FACTA) was enacted on December 4, 2003. On June 4 2004, the US Federal Trade Commission (FTC) issued rules to put the act into effect. One of the requirements is that the three credit rating agencies (CRAs – Equifax, Experian, and Trans Union) provide one free credit report, upon request) to each consumer, once per year. Starting March 1 2005, residents of Michigan will be able to get their free copies using the web site http://www.creditreport.com. You will be required to create an account on this web site, so that you can be verified as not getting more than your one free report per year. Experts expect the following online threats to occur:

· Other web sites will use similar URLs and perhaps typo URLs to mimic the web site above. At least some of these will be phishing web sites. Apparently this is already happening, since some sections of the country are eligible for these reports already (and some will not be eligible until September 1 2005). Beware of any web site that asks for more information than is absolutely needed to furnish your report.

· Consumers will get email messages with clickable links, either to do harm just by clicking on the link (for example, downloading a virus – make sure you can see extensions, and watch the status bar at the bottom of the Browser window), or to lure you to a phishing site.

· Even creditreport.com can offer extra-cost options (such as telling you a credit bureau’s “credit score” based on the credit report), and even make it seem as if you must choose one of these options. You will be entitled to one free report per year, and you get it from creditreport.com.

- - - - - - - - - -

3. Unwary students and other consumers are currently (12/04) being caught by emails appearing to come from banks, with links to phishing sites asking customers to “update their account information.” Once the hackers have an unwary person’s account information, hundreds of dollars are taken from the bank account. Neither banks nor other financial institutions (credit card companies, etc.) make such requests by email.

- - - - - - - - - -

4. The following humorous (we hope) piece is from "The Compleat Computer" by Dennie Van Tassel, pub by Science Research Associates 1976.

Daily Surveillance Sheet, 1987 From a Nationwide Data Bank

National Data Bank

DAILY SURVEILLANCE SHEET

CONFIDENTIAL

July 9, 1987

SUBJECT: DENNIE VAN TASSEL

  UNIVERSITY OF CALIFORNIA

  SANTA CRUZ, CALF.

  MALE

  AGE 38

  MARRIED

  PROGRAMMER

PURCHASES:

  WALL STREET JOURNAL        .25

  BREAKFAST                 2.50

  GASOLINE                  6.00

  PHONE (328-1826)           .15

  PHONE (308-7928)           .15

  PHONE (421-1931)           .15

  BANK (CASH WITHDRAWAL) (120.00)

  LUNCH                     3.50

  COCKTAIL                  1.50

  LINGERIE                 26.95

  PHONE (369-2436)           .35

  BOURBON                  11.40

  NEWSPAPER                  .25

***** COMPUTER ANALYSIS *****

OWNS STOCK (90 PERCENT PROBABILITY).

HEAVY STARCH BREAKFAST. PROBABLY OVERWEIGHT.

BOUGHT 6.00 GASOLINE. OWNS VW. SO FAR THIS WEEK HAS BOUGHT 14.00 WORTH OF GASOLINE. OBVIOUSLY DOING SOMETHING BESIDES DRIVING 9 MILES TO WORK.

BOUGHT GASOLINE AT 7:57. SAFE TO ASSUME HE WAS LATE TO WORK.

PHONE NO. 328-1826 BELONGS TO SHADY LANE. SHADY WAS ARRESTED FOR BOOKMAKING IN 1975.

PHONE NO. 308-7928. EXPENSIVE MEN'S BARBER - SPECIALIZES IN BALD MEN OR HAIR STYLING.

PHONE NO. 421-1931. RESERVATIONS FOR LAS VEGAS (WITHOUT WIFE). THIRD TRIP THIS YEAR TO LAS VEGAS (WITHOUT WIFE). WILL SCAN FILE TO SEE IF ANYONE ELSE HAS GONE TO LAS BEGAS AT THE SIME TIME AND COMPARE TO HIS PHONE NUMBERS.

WITHDREW 120.00 DOLLARS CASH. VERY UNUSUAL SINCE ALL LEGAL PURCHASES CAN BE MADE USING THE NATIONAL SOCIAL SECURITY CREDIT CARD. CASH USUALLY ONLY USED FOR ILLEGAL PURCHASES. IT WAS PREVIOUSLY RECOMMENDED THAT ALL CASH BE OUTLAWED AS SOON AS IT BECOMES POLITICALLY POSSIBLE.

DRINKS DURING HIS LUNCH.

BOUGHT VERY EXPENSIVE LINGERIE. NOT HIS WIFE'S SIZE.

PHONE NO. 369-2436. MISS SWEET LOCKS.

PURCHASED EXPENSIVE BOTTLE OF BOURBON. HE HAS PURCHASED 5 BOTTLES OF BOURBON IN THE LAST 30 DAYS. EITHER HEAVY DRINKER OR MUCH ENTERTAINING.

***** OVERALL ANALYSIS *****

LEFT WORK EARLY AT 4:00, SINCE HE PURCHASED BOURBON 1 MILE FROM HIS JOB AT 4:10 (OPPOSITE DIRECTION FROM HIS HOME).

BOUGHT NEWSPAPER AT 6:30 NEAR HIS HOUSE. UNACCOUNTABLE 2.5 HOURS. MADE 3 PURCHASES TOADY FROM YOUNG BLONDES. (STATISTICAL 1 CHANCE IN 78.) THEREFORE PROBABLY HAS WEAKNESS FOR YOUNG BLONDES.
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